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Appendix E - Extra Features/Addi-
tional Information

Overview This appendix provides information about additional features availabl
with the M205/M206.

Key Features

• Detailed overview of print server architecture -Print Server Archi-
tecture on page E-2

• How to use the M205/M206’s built-in security features as well as t
ing advantage of your Network’s security features -M205/M206
Security on page E-7

• How to monitor your printer’s performance -Printer Monitoring and
Logging on page E-10

• Using SNMP, including creating custom MIB’s -Managing with
SNMP on page E-19
E-1



Appendix E - Extra Features/Additional Information
M205/M206 Installation and Configuration Guide

er-

ar-

er.

ll
the I/

 of
ning-

desti-

es
Print Server Archi-
tecture

Overview

This section will provide a more detailed description of the internal op
ating architecture of the M205/M206 including: destinations, models,
variables, logpaths, and the I/O port.

When you send a print job to the Print Server, the print job doesn’t go
directly to the I/O port but first goes to adestination. A destination can be
thought of aslogical place on the Print Server to send print jobs. Each
destination has anI/O port and amodel (see below) associated with it.
Since their is only one I/O port on the unit, the I/O port is always the p
allel port calledprn . The purpose of ourdestinations is to allow you the
ability to configure a number of different print setups on the Print Serv

Figure 1: Print Server Operating Logic

Destinations

The M205/M206 provides four printer destinations that are used by a
hosts. Destinations map a name, with a nine-character maximum, to 
O port PRN. The I/O port has four destinations mapped to it. Thedefault
destination names are: d1prn, d2prn, d3prn, and d4prn. If you like, any
these destination names can be changed to be something more mea
ful.

Each destination uses one of the defined models for processing. The 
nation list is limited to a maximum of four entries, and is configured
through thenpsh interface on the Print Server. Default destination nam
can also be changed to something more meaningful.

Destination

PRN I/O port

Model

M205/M206 Print Server

banner/trailer page
header string
trailer string
CR insertion (onlcr)
tab expansion (xtab)
ASCII to PostScript
descrambling

TCP/IP
host

Novell
host

Mac
host

printer

Win
host

d1prn

printer switching

This example follows a print job sent to destina-
tion d1prn. d1prn is associated with model m1
and the I/O port prn.

When the data is passed through the associ-
ated model, any job processing specified by the
model is performed on the data.

d2prn

d4prn m4

m2

m1

.. ..
E-2
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Destination definitions include: name, I/O port, model used, logpath,
state, and service(s) supported

See also:list dest on page G-5, set deston page G-6, andManipulating
the M205/M206’s Services on page E-6.

Models

Each destination on the M205/M206 also has amodelassociated with it.
The four models (one per destination) can be thought of as a series o
mini-filters that can do special processing with the print job data. For
example, a model can be set up to do such things as ASCII to PostS
conversion (a2ps) or carriage return insertion (onlcr).

These processing options include:

• banner page generation,

• header string insertion,

• trailer string insertion,

• tab expansion (xtab),

• carriage return insertion (onlcr),

• ASCII to PostScript conversion (a2ps),

• print job descrambling.

The default model names arem1to m4 and each comes mapped to a pa
ticular destination. By default, the model settings areraw, that is, they
simply pass data through to the I/O port untouched. This provides a c
slate to begin your configuration. Model names can be changed to be
something more meaningful. Models only need to be reconfigured wh
you want to do special processing to all the print jobs that are sent to
particular destination.

Note: The models arenot capable of multiple copies and throughput
may decrease ifonlcr or a2ps is enabled.

Eachmodel definition includes: name, type, and some of these proces
ing parameters, if any.

See also:list model on page G-5, set model on page G-9,and Setting Up
Special Job Processing on page E-6.

Table 1: Model Types

Setting Inclusions

raw No content sensing. Jobs are assumed to match the
printer type, or else the printer does the autosensing
and switching.
E-3
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Variables

Variables are actually utilized within the M205/M206’smodels and are
useful for defining lengthy header or trailer strings. This might be nec
sary for certain printer switch strings, for example. Each variable cons
of a combination of escape codes and text for this printer control.

Variables are used to make efficient use of the limited space in these
header and trailer strings. Only nine elements can be included in thes
strings. Each element can be one of the following:

letter a

code 0x40

variable $FF

Therefore, you could make up a series of variables and specify each 
these (up to nine) in the header or trailer string. Each variable could t
contain up to 14 elements of its own.

Commands are described in detail in Appendix G. See also: list var on
page G-6,set var on page G-15,list model on page G-5, andset model on
page G-9.

Logpaths

The termlogpath comes from the UNIXsyslog logging system. With the
M205/M206, each destination can report statistics on: user, page cou
job name, and printer errors. In addition, a checksum calculation can
obtained to confirm data integrity when a job is sent to the printer.

Logging occurs either through a printer or terminal connected to the I
port, or through a Telnet session to a particular TCP port. A logpath c
also be configured to report statistics via email to a particular user. Th
can then be saved to a file if desired. In addition, messages can be lo
to SYSLOGD on a particular TCP/IP host.

pcl-ps For printers thatcannot autosense the print job format
and switch modes by themselves. Precedes each job
with a string to switch from PostScript to PCL, or vice
versa, depending on job content. These strings must 
specified in the setup command.

a2ps Convert ASCII jobs to PostScript or pass PostScript
jobs directly to PostScript printers.

Table 1: Model Types

Setting Inclusions
E-4
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Each logpath is associated with a particular destination and the four
default logpath names range froml1 to l4. Logpath names can be change
to be something more meaningful.

Logpath definitions include: name, log port, and log type.

See also:list logpath on page G-5, seeset logpath on page G-8,Control-
ling the Frame Types Used by the M205/M206 on page E-7.

I/O Port

The M205/M206 comes with one IEEE 1284-I compliant four-speed p
allel port which attaches directly to the parallel port of the printer. The 
port has an internal queuing mechanism that automatically queues pr
jobs on a first-come, first-serve basis even if the print jobs come from
ferent network environments (e.g. Novell and TCP/IP).

The port has several parameters that can be manipulated to best suit
attached peripherals. These parameters are configured using theset com-
mands whilelist commands display the port’s settings.

Please refer to the following commands for the indicated information:

• To learn more about the I/O port’s parameters, please seeParallel
Port (PRN) on page F-3.

• To look at current the I/O port settings, please seelist prn on page G-
5.

• To change the I/O port settings, please seeset prn on page G-11.

General Options Using Different Naming Schemes

By default, the M205/M206 is namedM_xxxxxx wherexxxxxx is the last
six digits of the Ethernet address as found on the bottom of the unit. T
name affects a Novell, AppleTalk, and NetBIOS setup. To change this
name to something more suitable for your printing environment, pleas
seestore pserver on page G-17.

If you decide to reconfigure the default name and you are using a CO
FIG file to set M205/M206 parameters with your Novell setup, you mu
remember to rename the directory containing this file.

Manipulating the M205/M206’s UTP Interface

If using UTP on your network, you have some control over the UTP in
face and its properties on the M205/M206.

By default, link integrity is turned on but this can be turned off using th
Number 3 dipswitch on the back of the unit. Please seeBack to Factory
Defaults on page 55 of the M205/M206 Quick Reference and Installati
Guide for more information.
E-5
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(Applies to M205 only) - you can increase the sensitivity of the 10Base
receiver for implementations where line lengths exceed the recommen
10Base-T maximum of 100 meters. However, this increases the recei
vulnerability to noise and should only be used in installations with 2-p
cable. Factory default for this setting isoff.

To see the current UTP interface settings for a particular network inte
face, please seelist ifc on page G-5 To manipulate the UTP interface,
please seestore ifc on page G-16

Setting Up Special Job Processing

Printing with the M205/M206 adds a lot of extra job processing options
your current print setup. No matter the environment, you now have th
choice of several helpful features including:

• ASCII to PostScript conversion (a2ps),

• carriage return insertion (onlcr),

• tab expansion (xtab),

• banner page generation,

• printer mode switching and general printer manipulation.

These are just some of the many features provided and with each of t
you may set them on the host within an interface file,nprbsd.if or npr-
sysv.if, or on the Print Server itself.

You are automatically given the choice between four differentdestina-
tions on the M205/M206 allowing for four different possible print setup
each of these print setups is defined by the extra processing specifie
it’s associatedmodel. It is the model that defines most of these extra p
cessing options.

To make use of these special job processing features, please read ov
appropriate host configuration section or the full list of extra job proce
ing options documented inset model on page G-9.

Manipulating the M205/M206’s Services

The M205/M206 provides many different functions; however, the mor
features it has, the more memory it requires. Therefore, it is possible 
control the number of features enabled.

If you are not utilizing all of the protocols provided on the M205/M206
you can disable the unused ones providing more memory for the prot
col(s) in use. Please seeset sysinfo module on page G-14 for the com-
mand details.
E-6
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In addition to disabling certain modules, you can also disable destina
services. Not every destination on the M205/M206 needs to have the
same functionality and in the case of an AppleTalk setup, you probab
don’t want every destination appearing in the Chooser. Please see set dest
on page G-7.

Controlling the Frame Types Used by the M205/M206

Various frame types can be used by the Print Server at any given time
each supported protocol’s frame type configuration is completely sepa
from another protocol’s. This frame type support is configurable.

Novell and TCP/IP are really the only protocols that offer this configur
tion. The M205/M206 provides simultaneous support of multiple Nove
frame types. Please seestore pserver on page G-17 andstore tcpip on
page G-19 to find out which frame types are offered in each environm

Remotely Managing the M205/M206

In a TCP/IP environment, various methods are available for remotely
monitoring the Print Server. These include:

• a Telnet session,

• usingrsh/rcmd/remsh and a command from the unit’s command
set,

• usingezsetup’s Detailed Configuration Options Sub-Menu,

• using the FTP Daemon,

• through an SNMP manager.

M205/M206 Secu-
rity

The M205/M206 Quick Reference and Installation Guide touches upo
the most popular built-in security feature - permission levels and pass
words. Setting passwords and assigning a permission level to users m
it difficult for unauthorized users to gain access to the M205/M206’s c
mand set and manipulating the settings.

However, the print server also uses TCP access lists to restrict host c
nections with the device and allows scrambling/descrambling of print
jobs.

Users and Passwords

The M205/M206 supports two user types:

root Access to everything within the print server including all config
urable settings.

guest Ability to list settings but not configure them.
E-7
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For each user type, passwords can be set. However, you would norm
only set a password for the root user to protect the M205/M206’s confi
ration. Guest users cannot alter the print server’s configuration in any
way.

To configure a root password on your M205/M206, you will need to:

1 Start a Telnet session with the M205/M206. Type:
telnet M205/M206IPaddress

2 Login to the M205/M206 through annpsh session as a root user.

Note: If prompted for a “User ID” and password first, type in
“ root ” for the ID and press ENTER at the password prom
since there’s no password by default.

3 At thenpsh prompt, follow this syntax:
set user passwd username password

For example, to set the root password to “mplex1” type:

set user passwd root mplex1

save

From this point on, anytime you log in to the M205/M206 as “root ”, you
will need to specify this password or else your login attempt will fail.

Note: To clear this password or change it, follow the same instructio
Just enter the appropriate “Old” password and put in the new 
(or nothing if you don’t want a root password any longer). The
commands syntax is:

set user from default

save

TCP Access Lists

Within TCP/IP environments, the M205/M206 can restrict host access
destinations/queues and remote command (i.e. rsh, rcmd, remsh and
net) execution services. This is done using an access list similar in fu
tion to the Unix.rhosts file.

To view the current access list on the print server, you will need to:

1 Start a Telnet session with the M205/M206.
telnet M205/M206IPaddress

2 Log in as “root ” and press ENTER at the password prompt since
there is no password by default.

3 List the current access list.
list tcpip
E-8
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If the list is empty, all hosts have access to the M205/M206’s services
there are entries in the list, only those hosts specified have access to
ing and remote command execution.

Note: Only users that haveroot permission can configure the remote
access entries. Users withguest permission can only display
them.

To add and delete access list entries, the commands are:
store tcpip tcp access add|del hostIPaddress | net-
workaddress

reset

wherehostIPaddress is the IP address of a TCP/IP host on your netwo
andnetworkaddress is the address of a subnet on your network. For
example:

store tcpip tcp access add 192.75.11.25

store tcpip tcp access add 192.75.12.0

store tcpip tcp access del 192.75.11.25

reset

Note: Although the maximum number of entries in the access list is 
each entry can refer to a network rather than a specific host. T
allows all hosts on that specified network to have access plus
individual hosts specified in the list.

Scrambling/Descrambling

Another method of security is provided through data scrambling and
descrambling. This TCP /IP security method protects user’s print data
it is sent across the network the M205/M206 for printing. Microplex pr
vides a binary on the host which scrambles the print job,npscramble.
When the job reaches the print server it is desrambled for printing.

Note: This scrambling method will protect against casual viewing wi
network analyzers. However, it isnot encrypted andcannot be
considered safe from cryptographic attack.

To utilize this feature, you need to:

1 Look into the npscramble.c source code fora variable called SR_K
This contains a four digit hexadecimal value to be used as the
descrambling key on the M205/M206.

2 Log into the printer server asroot user and set this value as key. Typ
set sysinfo descramblekey key

3 Set descrambling on the model you are utilizing. Type
set model modelname stty descramble
E-9
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4 Save these settings.
save

5 Incorporatenpscramble into your print setup on your host. Scram-
bling can be set within npr.if or added to the command line when
printing. For example:
cat test.txt | npscramble | rsh spike lp -d d1prn

wheretest.txt is piped throughnpscramble for scrambling and then
sent for printing on the M205/M206spike destinationd1prn.

Setting Novell Password Security

Besides the general security measures described above, a Novell se
provides further password security. Please refer toAppendix C - More on
Novell.

SNMP Security

SNMP does not include any formal type of security definition. Howeve
security can be accomplished usingcommunities. A community is a string
that is sent with every SNMP request and is used to define a certain v
of the MIB. By doing this, you can control what parts of the MIB are
accessed by SNMP manager.

To access the M205/M206’s custom MIB, the publiccommunity string
can be use to read any variables that have access. To restrictwrite  access,
there is an additional security step, involving defining a user namedsnmp
on the M205/M206 withroot privileges. The password defined for this
snmp user will then be used as thecommunity string which allowswrite
access.

Note: If no snmp user is defined withroot privileges, nowrite  requests
will be accepted by the M205/M206.

Printer Monitoring
and Logging

One of the key aspects of maintaining a computing environment is m
toring printer status and logging this information to useful places. The
destination of this information is controlled through logpaths. In additio
the Print Server’s lpstat command provides parallel port printer status a
job information as a user sends a job.

Printer and Print Job Monitoring

To view the current status of the I/O port on the M205/M206, two met
ods are available:

1 Login to the print server as eitherguest or root.
E-10
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2 Type the “lpstat ” to get a description of the I/O port’s status and 
list of queued jobs.Table 1 describes some of the common terms yo
may come across when viewing this status.

Printer Logging Through Logpaths

Within the M205/M206 Quick Reference and Installation Guide, desti
tions are described as logical queues with associated models and logp
Models determine if any extra processing is needed with the print job
passing through and logpaths determine whether any logging is need
for each job. With the M205/M206, destinations can report statistics o
checksum calculation can be obtained to confirm data integrity when 
job is sent to a printer.

Logging occurs either through a printer connected to the I/O port or
through a telnet session to the TCP port. A logpath can also be config
to report statistics via e-mail to a particular user. This can then be save
a file if desired. Messages can also be logged to SYSLOGD on a par
lar TCP/IP host.

Each logpath is associated with a particular destination and the four
default logpath names range from 11 to 14. Logpath names can be
changed to something more meaningful.

Each logpath on the M205/M206 consists of two parts:

Type The type of log information to be captured. The choices are
“ job ” for job ID and username, “user ” for user ID (and three
messages per job), “pgcnt ” for total pages printed in a job,
“cksum ” for file checksums, “printer ” for special printer feed-
back, and “ioport ” for parallel printer status messages.

Port Where this log information will be sent to. The choices are a
TCP port number (e.g. 4400), ane-mail address (including an
alias), and a central host running aSYSLOG daemon.

Table 1: Key Printer Logging Terms

Term Description

“ idle ” There is no job queued for the M205/M206’s I/O port.

“blocked ” The printer is not allowing the M205/M206 to send
data to it. Check that there isn’t a printer error and it’s
on-line and ready to go.

“waiting ” The M205/M206 knows about a print job but is wait-
ing for the host to send more data or to send an
expected packet.
E-11
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To view the current logpath settings on the print server, you will need

1 Start a Telnet session with the M205/M206.
telnet M205/M206IPaddress

2 Log in as “root ” and either type the password or press ENTER at t
password prompt since there is no password by default.

3 The command to view the logpath settings is:
list logpath

At this point, you can alter any of these settings by using theset log-
path  commands. For further information, please refer toset logpath from
default on page G-8 ofAppendix G - More on Commands.

lp Method

The M205/M206 provides its own version of thelp print command. This
is used in conjunction withrsh/rcmd/remsh within an interface script or
directly from the command line on the host. By default, it provides pa
lel port printer status and can also be configured to report incrementa
byte counts as the job prints and the job’s position in the M205/M206
queue.

Note: Using lp will provide printer error messages as well as job stat

If lp is used from the command line, any printer status will come right
back to the screen. If used within an interface script, the messages w
to the log file located in the spooling directory.

Note: Sincelp must be used withrsh/rcmd/remsh only, this feature is
only offered with a print setup utilizing an interface script or wit
a rsh/rcmd/remsh command from the command line on the ho

Please seelp options -d destname on page G-22 andrsh/rcmd/remsh on
page B-9 for further details.

FTP Daemon The FTP Daemon provides an additional method to access the M205
M206. Using the FTP Daemon, users are able to submit print jobs, ca
print jobs, monitor the print queue, and upload/download M205/M206
configuration files. Users FTP to the M205/M206 as if it were any oth
computer on the network.

For the purposes of FTP, a pseudo file system has been defined on t
M205/M206 to allow access to the unit’s functions. Three types of use
can access this file system:root, guest, andanonymous. Root andguest
correspond to the entries in the M205/M206’s user list;anonymous is a
special type that does not require a password. For each directory or fi
within this file system, there are access restrictions according to the t
of user logged in.
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M205/M206 FTP File System

The M205/M206 FTP file system is where you execute allftp  commands
on the unit. Please see the examples on the following pages for a com
description of the commands and how they are executed.

The following is the structure of the file system you will see when youftp
to the unit:

/queue

Contains one file with information pertaining to the print queue as
ciated with the M205/M206’s parallel port. This file allow you to
view the current status of the queue.

/dest

Contains four subdirectories, one for each of the four print destina
on the M205/M206. Please seePrint Path on page 4 of the manual to
better understand destinations and printing. These directories are
where files areput in order to print.

/jobs

Contains files representing all the print jobs currently queued. The
only command available for these files isdel, which cancels the job.

/config

Contains three subdirectories:current , stored, anddefault. Each of
the files in these subdirectory represents one data structure of the
M205/M206. The files in thecurrent  directory reflect the current
configuration, files in thestored directory reflect the stored configura
tion, and files in thedefault directory reflect the default configura-
tion. These files are in binary format.

/exec

This directory is used as a command interpreter directory. Any file
with M205/M206 configuration commands that isput to this direc-
tory will be interpreted as a series ofnpsh commands.

Printing A File Using FTP Daemon

The following example shows how to print a file using FTP:

1 Change to the local directory where the file to print resides.

2 Login to the M205/M206 usingftp .
ftp ipname
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3 Login asguest, root, or anonymous.

Note: Guest androot users require the use of passwords as
configured in the unit’s user list.Anonymous is a special
login that does not require a password.

4 Change to the/dest directory that you want to print to.
cd dest/ destinationnam e

5 List the contents of this directory using the “dir ” command and
determine which destination/queue you’d like to send the print job
through. Most likely you will select “d1prn ” for the PRN port.

6 Change to this destination directory. For example:
cd d1prn

7 Change the mode to correspond to the type of file to be printed.
Choose binary mode if the file to be printed contains both text and
graphics and ASCII mode if the file is text only. The default mode
always ASCII.
bin

8 Copy the file you want to print to this directory.
put filename

The file is spooled and printed.

9 Logout of the FTP session.
quit

Removing a Print Job Using FTP

The following example shows how to remove a print job using FTP:

1 Login to the M205/M206 usingftp .
ftp ipname

2 Login asguest, root or anonymous.

3 Change to the/jobs directory
cd jobs

4 Display a list of current print jobs.
ls

Displays listing of all queued print jobs by their ID number.

5 Remove desired print job from the list.
del jobname

6 Logout of the FTP session.
quit
E-14
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Monitoring a Print Queue Using FTP

The following example shows how to monitor a print queue using FTP

1 Login to the M205/M206 usingftp .
ftp ipname

2 Login asguest, root or anonymous.

3 Change to the/queue directory
cd queue

4 Turn interactive mode off.
prompt

This enables you to copy a number of files without having to respo
to prompts by the M205/M206.

5 Download the file in the print queue directory.
mget *

The file prn is downloaded to the users local directory.

6 Logout of the FTP session.
quit

7 View file with information pertaining to print queue status.
cat prn

Note: This command gives you the same information as a
lpstat in npsh. cat is a UNIX command; with DOS, use
thetype command.

Configuring M205/M206 Parameters Using FTP

Users have two ways of configuring the M205/M206's parameters usi
FTPD. The first is by uploading binary files to the /configdirectory and
the second is by uploading text configuration files to the /exec directory.
We discuss each method and give appropriate examples below.

A. /config  Directory

The /config directory is divided into three subdirectories;current ,
stored, anddefault. Each of the files in these sub-directories repre
sent one data structure regarding the configuration of the unit. Th
files can be used to make a backup copy of the unit's configuratio
parameters or to copy configuration parameters from one unit to
another.

Note: The configuration files are in binary form and their for-
mat may differ between firmware versions. Users may
not be able to upload a configuration file that was dow
loaded from a previous version.
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Copying a Configuration Using FTP

The following example shows how to copy a configuration file usin
FTP:

1 Login to the M205/M206 usingftp .

ftp ipname

2 Login as root.

You must be aroot user in order to copy a configuration file.

3 Change to theconfig/storeddirectory.

cd config/stored

4 Set mode to binary.

bin

5 Turn off the interactive mode.

prompt

6 Download all the files in this directory.

mget *

Downloads a copy of all files in theconfig/storeddirectory to the
user’s local directory on their host.

7 Logout of the FTP session.

quit

Now you have a copy of the M205/M206’s stored configuration
parameters. These files can be saved for archival purposes, used
reconfigure the unit to a previous setting, or used to set a number
units to the same configuration.

Note: It is only necessary to save the files from thestored
directory. Files from the default and current directory
are not required in order to restore a unit’s configuratio

Restoring a Configuration Using FTP

FTP can be used to restore a configuration saved from the unit or
restore a configuration saved from another unit.

Note: If you are restoring a configuration saved from another
unit, the configuration must be of the same version as 
unit receiving the configuration.

1 Change to the local directory on the host where the saved con
uration files reside.

2 Login to the M205/M206 usingftp .
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ftp ipname

3 Login asroot.

Note: You must be aroot user in order to FTP files to the /con-
fig directory.

4 Change to theconfig/stored directory.

cd config/stored

5 Set mode to binary. Configuration files are always in binary fo

bin

6 Turn off the interactive mode.

prompt

7 Upload all the files from the user’s local directory.

put *

Copies all files from the local directory to theconfig/stored
directory.

8 Logout of the FTP session.

quit

Note: It will be necessary toreset the M205/M206 for the
changes to take effect.

B. /exec directory

Using the /exec directory, users can upload a text file that includes a nu
ber of configuration commands. When this file is placed in the /exec
directory, the commands contained in it are executed as if they were 
mands entered sequentially from a telnet session usingnpsh. This feature
enables the user to create a single text configuration file that can be u
to quickly and easily configure a number of M205/M206s.

Note: The command syntax for the text configuration file is exactly t
same as if you were entering individual commands withnpsh
through a telnet session. See “Command Shell Overview” on
page G-2for details regarding the commands and their syntax

The configuration file can be seen as simply a user-defined script tha
includes a number of configuration commands to be executed. Comm
describing the configuration can also be included in this file provided t
follow the correct syntax.

The following is an example of a simple configuration file:
; These are comments for the example config file.
; Note that comments have to start at the beginning
of a
E-17
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; line and be preceded by an ‘;’
;
version 5.6
; If this command is found and the current version
does not
; correspond to the command parameter, the file
execution
; will abort.
;
redirect prn
load default
set dest d1prn name newdest
set dest d2prn name another
set model m1 name newmod
set prn slowmode
save

Note: The above example includes a line for theversion number.
Because the commands and/or syntaxmay change from one firm-
ware version to another, an old configuration file may be incom
patible with the current version. By entering a version number
the transfer will be aborted and the user notified to check if th
commands are compatible with the current firmware version if
the version numbers do not match.

Note: The above example includes theload default command. This is
optional. Includingload default ensures that you always begin a

Note: It is not possible to generate a text configuration file from an
existing binary configuration file in the/config directory.

Executing a Configuration File Using FTP

The following example shows how to execute a configuration file
using FTP:

1 Change to the local directory where the text configuration file
resides.

2 Login to the M205/M206 usingftp .

ftp ipname

3 Login asroot.

Note: You must be a root user in order to FTP files to the /exec
directory.

4 Change to the /execdirectory.

cd exec

5 Copy the text configuration file to theexec directory.

put filename
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The M205/M206’s parameters are now set according to the com-
mands in the configuration file.

Note: Depending on the specific commands in the configurati
file, it may be necessary toreset the M205/M206 for the
commands to take effect. Basically, the same rules ap
whether you are usingnpsh to issue commands or a con
figuration file to issue commands. See “Command She
Overview” on page G-2 for more information on the
rules regarding configuration commands and options.

6 Logout of the FTP session.

quit

Note: If two FTP clients try to send configuration files to the
exec directory at the same time, the second file will fai

Managing with
SNMP

SNMP (Simple Network Management Protocol) is a protocol for intern
work management services. This protocol provides a means for comp
ers (oragents) to be managed remotely bymanagers. The level of
management depends on the manager and agent and can go from p
ing information such as statistics to providing full management capab
ties of the agent.

MIB (Management Information Base) files are a description of manag
objects available in an agent. MIB files provide the data for the mana
so they can remotely manage the agent. A MIB file is simply a formal
description of the way an agent can be accessed using SNMP and w
functions can be managed.

The M205/M206 is a fully manageable SNMP agent that supports MI
II, custom MIB’s and traps.

MIB II Support

The M205/M206 is MIB II compliant allowing SNMP managers to mon
tor protocol, network, and routing statistics.

Custom MIBs and Traps

The M205/M206 provides a custom MIB definition file which consists 
150 variables and three traps. This MIB file allows you to monitor and
configure the Print Server directly. In fact, the MIB file represents all o
the possible configuration options such as destination settings, netwo
configurations, print queue status, loading of defaults, etc.
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The M205/M206’s custom MIB definition file is included on the host
software disk in a file calledm205mib.txt. This file can also be down-
loaded from the Microplex FTP site (ftp.microplex.com: support/m205/
misc/m205mib.txt) or can be accessed via the Microplex Web site (http:/
/www.microplex.com/microplex/support.html/).

Custom MIB Variables

The variables found within the custom MIB definition file describe eve
type of internal information that can be accessed on the M205/M206 
an SNMP manager. These variables can be divided into two groups: 
tem variables and product variables.

System Variables

The first grouping of variables contains general information about the
Print Server such as firmware version, serial number, etc. In addition 
these, it includes a trap table which defines what SNMP managers w
receive the traps generated by the M205/M206. The trap table can hav
to ten entries, but only the first entry is saved to EEPROM.

Product Variables

The second grouping of variables contains information defining all of 
remaining functionality of the Print Server. The product variables are
divided into:

config groupAll configuration components such as models, destina
tions, logpaths, and users.

status groupAll dynamic monitoring components such as print
queues, user logins, and RPRINTER configura-
tions.

command groupThis includes the commands save, load, and rese

Note: These variables can have read, write, or read-write permissio
Along with these permissions there are other elements that ca
limit the write access to these variables. Please seeSNMP Secu-
rity on page E-10 andUsers and Passwords on page E-7 for
more information.

Custom MIB Traps

A trap is an event generated by an agent to indicate a significant eve
the manager. The M205/M206 continuously generates three traps:

coldstart A generic trap generated every time the
M205/M206 is powered on or reset
E-20
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authenticationFailure A generic trap generated whenever a disal
lowed access is attempted

lpqIOStatusChanged The only custom trap. This trap is generate
whenever the I/O port’s status changes.

Note: No trap is generated on a CTS change on the serial ports. On
DCD changes will trigger this.

Adding an SNMP User

To add a user namedsnmp with root privileges, please follow the steps
below:

1 Login to the M205/M206 as aroot user.

2 Add a user namedsnmp.
set user add snmp

3 Set the user type toroot.
set user type snmp root

4 Set the password for thesnmp user.
set user passwd snmp snmppassword

5 Save the changes.
save

The usersnmp is now created andsnmppassword is the only community
string which will allowwrite  access.

Compiling and Monitoring the Custom MIB

For read-only SNMP functionality, please follow the steps below:

1 Copy the M205/M206 MIB definition file from the host software dis
in a file calledm205mib.txt. This file can also be downloaded from
the Microplex FTP site (ftp.microplex.com: support/m205/misc/
m205mib.txt) or can be accessed via the Microplex Web site
(http://www.microplex.com/microplex/support.html/).

2 Compile this MIB description file to work with your SNMP manage

3 Using your SNMP manager, view the particular MIB variables tha
you wish to monitor.

Note: If you are using SunNet Manager, you will need to download a
special MIB file (ftp.microplex.com: support/m205/misc/
m205mib.txt.SNM) from the Microplex FTP site. This file can
also be accessed via the Microplex Web site.

Note: If you are using Castle Rock Computing’sSNMPc package, you
will need to rename the MIB variableUInteger32 to another
name such asU32.
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Writing to the Custom MIB

The following example explains how to use the custom MIB variables
set the M205/M206’s parameters. For example, to turn on bbmode an
onlcr on the M205/M206’s prn port, please follow the steps below:

Note: This example assumes that the snmp password has been defi
ascustommib, that the M205/M206’s ipname isspike,and that
the SNMP manager is the Tricklets package.

1 Set up ansnmp user withroot privileges on the M205/M206. Please
see Adding an SNMP User on page E-21 for details.

2 Issue the following configuration commands using the snmp user
password as the community string.
echo “m205IfPrnbbM[1.2]=2” | snmp-set spike custom-
mib

echo “m205IfOnlcr[1.2]=2” | snmp-set spike custom-
mib

Setting the M205/M206 to Send
Traps to an SNMP Manager

The M205/M206 continuously generates traps but unless the trap tab
filled in, no SNMP manager will receive this information. To set the
M205/M206 to send traps to a particular SNMP manager, please follo
the steps below:

Note: This example assumes that the snmp password has been defi
ascustommib, that the M205/M206’s ipname isspike,and that
the SNMP manager is the Tricklets package.

1 Set up asnmp user withroot privileges on the M205/M206. Please
see Adding an SNMP User on page E-21 for details.

2 Set the following M205/M206 trap variables using your SNMP ma
ager. The actual syntax of the commands will depend on the parti
lar SNMP manager you are using.
echo “trapCommunity[1]=\”building-A\”” | snmp-set
spike custmmib

wherebuilding-A is the string that you want the M205/M206 to sen
with the trap information. This community string has a 14 characte
maximum.

echo “trapDest[1]=192.75.11.11” | snmp-set spike
custommib

where192.75.11.11is the IP address of your SNMP manager.

Note: To disable the entry in the trap table, set the IP addres
0.0.0.0
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The M205/M206 will now send trap information with the communit
stringbuilding-A to the SNMP manager with the IP address
192.75.11.11. For more information on these trap variables, please
see their description in the custom MIB definition file.

Note: The trap table can hold up to ten entries but only the fi
entry is stored in EEPROM. If you turn the unit off, you
will lose the additional entries.

Troubleshooting Test Pages

To test M205/M206 and printer communications without bringing the n
work into the picture, a test page feature has been added inversion 5.6.3
and higher.

To get test pages, you will need to:

1 Unplug the M205/M206.

2 Look to the front of the device and moveDipswitch 1 andDipswitch
2 to theon position (i.e. down).

3 Once the M205/M206 is attached to a printer that’s ready to print,
plug it in to get two automatic test pages.

4 When done, unplug the M205/M206 and moveDipswitch 1 and
Dipswitch 2 to theoff position (i.e. up) again for normal operations

Note: It is very important that the dipswitches be returned to their
default states once you are finished with the test pages.

NCSA NCSA is a freeware package available on the Internet at
zaphod.ncsa.uiuc.eduin the directory /PC/Telnet/msdos/contributions.
The file istel23bin.zip. It contains anlpr  client for DOS that is compati-
ble with the Print Server.

You can send jobs to the M205/M206 with the following command sy
tax:

lpr -S ipname  -P destname

whereipname is the M205/M206 IP name or IP address anddestname is
the name of a M205/M206 destination. For example:

lpr -Sspike -Pd1prn

sends a print job tod1prn on the M205/M206 namedspike.
E-23



Appendix E - Extra Features/Additional Information
M205/M206 Installation and Configuration Guide
E-24


	Table of Contents
	Appendix E - Extra Features/Additional Information...
	Overview
	Key Features

	Print Server Architecture
	Overview
	Destinations
	Models
	Variables
	Logpaths
	I/O Port

	General Options
	Using Different Naming Schemes
	Manipulating the M205/M206’s UTP Interface
	Setting Up Special Job Processing
	Manipulating the M205/M206’s Services
	Controlling the Frame Types Used by the M205/M206
	Remotely Managing the M205/M206

	M205/M206 Security
	Users and Passwords
	TCP Access Lists
	Scrambling/Descrambling
	Setting Novell Password Security
	SNMP Security

	Printer Monitoring and Logging
	Printer and Print Job Monitoring
	Printer Logging Through Logpaths
	lp Method

	FTP Daemon
	M205/M206 FTP File System
	Printing A File Using FTP Daemon
	Removing a Print Job Using FTP
	Monitoring a Print Queue Using FTP
	Configuring M205/M206 Parameters Using FTP
	A. /config Directory
	Copying a Configuration Using FTP
	Restoring a Configuration Using FTP

	B. /exec directory
	Executing a Configuration File Using FTP


	Managing with SNMP
	MIB II Support
	Custom MIBs and Traps
	Custom MIB Variables
	System Variables
	Product Variables
	Custom MIB Traps
	Adding an SNMP User
	Compiling and Monitoring the Custom MIB
	Writing to the Custom MIB
	Setting the M205/M206 to Send Traps to an SNMP Man...

	Troubleshooting
	Test Pages

	NCSA


